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This paper advocates that when managers deliberate over the costs and benefits of internal 

controls, they should also consider the employee-related, nonfinancial costs of ineffective 

controls. In contrast, most introductory financial accounting courses and textbooks 

emphasize the legal, regulatory, and economic rationales for designing and maintaining 

reasonably effective preventive and detective internal controls. The prevailing economic 

rationale for internal control is based on the concept of reasonable assurance, which 

stipulates that the cost of controls should not exceed their benefit. Furthermore, the 

accounting theory, practice, and education literatures frame the cost of internal controls 

almost exclusively in financial terms (e.g., Committee of Sponsoring Organizations, 2004, 

2012). Consequently, internal control investment decisions tends to ignore the human and 

nonfinancial costs of ineffective internal controls. For example, relatively small 

embezzlements might be tolerated under a financial cost-benefit analysis, but the 

nonfinancial cost to employees who commit embezzlements and then are later caught can be 

quite significant. Even in cases where the embezzlers or other parties are able to make full 

financial restitution, and even when that restitution reduces the embezzled organizations’ 

economic losses to zero, the human cost to the embezzlers still remains. When the 

perpetrators of fraud are caught, they face shame, embarrassment, and potential 

imprisonment. More effective internal controls cost more but they also can reduce 

employees’ opportunities to commit fraud. 

 

I argue that the Catholic social principles of human dignity, advancement of the common 

good, and solidarity with the poor (along with similar principles derived from other spiritual 

traditions) provide a substantive justification to invest more in internal controls than would 

be justified from a strictly financial cost-benefit analysis. In addition, I explore how a 

humanizing emphasis on internal control can be incorporated in undergraduate and graduate 

introductory financial accounting courses. The principal learning objective is to raise 

questions that students normally would not encounter in a traditional business curriculum. 

Introductory financial accounting is an appropriate place to discuss internal control issues 
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because it is a required core course for most business concentrations and thus will reach the 

widest possible audience. 

 

The first section discusses the regulatory and economic approaches to management’s internal 

control responsibilities, the internal control reports of company management and independent 

accountants in the Form 10-K filed with the SEC, and some basic components of internal 

control. The second section provides examples of actual embezzlements that were enabled by 

missing or ineffective internal controls, and concludes with sample class discussion 

questions. The third section provides some classroom discussion points, beginning with some 

principled reasons for making larger investments in internal control than would be justified 

under a strictly financial cost-benefit analysis, and concluding some potential limitations of 

the proposed humanizing approach. The fourth section provides some additional practical 

implementation suggestions.   

 

1. Introduction to Internal Control 
 

Legal and economic approaches to management’s internal control responsibilities 

 

The Securities Act of 1934, Foreign Corrupt Practices Act of 1977, the Sarbanes-Oxley Act 

(2002), and various Securities and Exchange Commission rules (e.g., SEC, 1981; 2003; 

2006) require company management to design and maintain reasonably effective internal 

controls. Such controls should be sufficient to provide reasonable assurance that  (1) 

company assets are properly maintained and used for business purposes only (asset 

safeguards), (2) the financial statements are fairly stated (i.e., contain no material 

misstatements), and (3) employees comply with applicable laws and regulations. The concept 

of reasonable assurance quite rightly recognizes that no system of internal control is perfect, 

and that management should evaluate cost/benefit tradeoffs when investing in internal 

control. The prevailing cost/benefit calculus, however, typically is framed in financial terms 

only and it primarily addresses the profit-maximizing interests and concerns of investors and 

creditors. Consequently, the nonfinancial interests of employees, the wider community, and 

other stakeholders tend to carry much less weight in internal control investment decisions.  

 

Reports of management and independent accountants in Form 10-K 
 

The Form 10-K that public companies file with the SEC include reports that describe the 

internal control responsibilities of management and the independent accountants. Appendix 

A provides these reports from Target Corporation’s 10-K for the fiscal year ending on 

February 2, 2013. Four observations are especially germane.  

 

First, the Report of Management on the Consolidated Financial Statements of Target 

Corporation states that it is management’s responsibility to “maintain comprehensive systems 

of internal control designed to provide reasonable assurance that assets are safeguarded and 

transactions are executed in accordance with established procedures.” That report further 

mentions that “The concept of reasonable assurance is based upon recognition that the cost of 

the controls should not exceed the benefit derived.”   

 



Second, the “Report of Management on Internal Control over Financial Reporting” more 

specifically states that “management is responsible for establishing and maintaining adequate 

internal control over financial reporting, as such term is defined in Exchange Act Rules 13a-

15(f)”. Moreover, the report states that “Under the supervision and with the participation of 

our management, including our chief executive officer and chief financial officer, we 

assessed the effectiveness of our internal control over financial reporting as of February 2, 

2013, based on the framework in Internal Control—Integrated Framework, issued by the 

Committee of Sponsoring Organizations of the Treadway Commission.” Finally, the report 

states that, based on this assessment, management concludes that “the Corporation's internal 

control over financial reporting is effective based on those criteria.” The assessment criteria 

laid out in the COSO (2004) internal control framework do not, however, specifically address 

this paper’s concern with the employee-related nonfinancial costs and benefits of ineffective 

control. 

 

Third, the Report of Independent Registered Public Accounting Firm on Internal Control 

over Financial Reporting states that the independent accountants audited Target 

Corporation’s internal controls over financial reporting based on the COSO (1994) internal 

control criteria. The report reminds the financial statement reader that company management 

is responsible for maintaining and assessing the effectiveness of internal control over 

financial reporting, and then states that the independent accountant’s responsibility is solely 

to audit and express an opinion on the company’s internal control over financial reporting.  

 

Fourth, the report is addressed to the company’s board of directors and shareholders, and 

focuses on internal controls over financial reporting. The report is not addressed to company 

employees and their nonfinancial interests.  

 

Components of Internal Control, with an Emphasis on Control Activities 
 

The fraud triangle (Cressey, 1973, p. 30) identifies three factors that cause or enable 

someone to commit fraud (see also http://www.acfe.com/fraud-triangle.aspx): (1) Pressures, 

Incentives, or Perceived Needs, (2) Opportunities to commit the fraud, and (3) 

Rationalizations for committing the fraud. Effective internal controls will in particular reduce 

the opportunities for employees to commit fraud. Appendix B provides three learning 

objectives for a basic introduction to internal control. The learning objectives address the five 

internal control elements from COSO (1994), the distinction between preventive and 

detective controls, and applications to specific cash disbursement and cash receipt 

transactions.  

 

Learning Objective 1 has students identify and provide examples for each of the five 

elements of internal control. All five components are interdependent and important, but a 

primary emphasis on control activities (the fourth element) is appropriate because they 

involve the practical implementation of specific preventive and detective controls over key 

activities and processes. The control activities’ more detailed and concrete focus are 

academically appropriate for students in an introductory financial accounting course. 

Important control activities include (a) adequate segregation of authorization, asset custody, 

operational, and bookkeeping duties (without these segregations, employees might for 
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example have an opportunity to steal and conceal their embezzlements or misreport their 

company’s financial results), (b) proper authorization (e.g., over cash disbursements to 

vendors, ordering goods and services, and write-offs of uncollectible customer accounts), (c) 

adequate documents and records (e.g., to help employees implement proper authorization and 

monitor and assess internal controls), physical controls over assets and records (e.g., to 

prevent theft and its concealment), and independent checks on performance (e.g., to support 

the validity of transactions and prevent and correct accounting misstatements).   

 

Learning Objective 2 has students distinguish between preventive and detective controls 

and give examples of each. Preventive controls prevent misstatements or fraud before they 

occur. Detective controls are designed to detect misstatements and fraud after they occurred. 

These basic types of internal control often arise in various embezzlement scenarios.  

 

Finally, Learning Objective 3 has students apply their internal control knowledge to cash 

disbursement and receipt transactions. Most students can readily understand the nature of 

these types of cash transactions and their susceptibility to theft and concealment through 

improper accounting.   

 

2. Examples of Embezzlements and Concealments that are Enabled by Ineffective 

Internal Controls 

 

In contrast to public companies, most private companies generally are not required to exhibit 

as much care in their design, implementation, and assessment of internal control. Many 

private companies also tend to be much smaller than public companies, and thus may not 

have sufficient resources to hire the multiple employees necessary to segregate incompatible 

duties and implement other key preventive controls. But, even small companies with limited 

resources should periodically perform at least some relatively less costly detective controls, 

such as periodic reviews and reconciliations of transactions with the accounting records and 

other corroborating evidence. Such detective controls require some care and attention, but 

they are relatively less costly than many preventive controls. Nevertheless, the owner-

managers of small businesses often simply trust their bookkeepers, assign them multiple 

incompatible duties, and fail to provide prudent oversight.  

 

To illustrate what can happen under conditions of ineffective internal control, Appendix C 

provides two actual examples of embezzlements at small businesses in Minnesota and one 

example of a larger embezzlement in a government office in Dixon, IL. Key preventive and 

detective controls were missing or ineffective in each of the scenarios. The following 

discussion questions can be applied to these kinds of scenarios: 

 

1. Which preventive and detective controls were missing in these embezzlement scenarios? 

2. Which costs and benefits do you believe may have been overlooked by the managers who 

were responsible for designing, maintaining, and assessing their organization’s internal 

controls? Which parties besides investors or creditors may have been harmed by the 

embezzlements? 



3. Would the harm to all of the affected stakeholders be adequately compensated if the 

embezzlers or other parties were eventually able to make full financial restitution? 

Explain. 

4. Even in cases where the embezzlers or other parties are able to make full financial 

restitution, and even when that restitution reduces the embezzled organizations’ 

economic losses to zero, the human cost to the embezzlers still remains. When the 

perpetrators of fraud are caught, they face shame, embarrassment, and potential 

imprisonment.  

a. How would you factor these human costs of ineffective internal control, or 

alternatively the human benefits of more effective internal control, in a cost-

benefit analysis of internal control investment?  

b. What principles from the Catholic intellectual and social tradition, or from other 

spiritual or humanizing traditions, would you use to justify a larger investment in 

internal control beyond what is found in a strictly economic cost-benefit analysis? 

 

3. Classroom Discussion Points: Principled Justifications for Management’s Moral 

Obligations to Invest in More Effective Internal Controls 
 

Personal responsibility and accountability are important for achieving justice in organizations 

and society. Students will often argue that ultimately the fraudster should be held responsible for 

his or her own actions and should bear the consequences, regardless of the presence or absence 

of reasonably effective internal controls. Furthermore, in light of employees’ personal 

responsibilities to comply with legal and regulatory requirements as well as with their company’s 

policies, some students may question why management should expend additional company 

resources to prevent employee fraud, beyond what a strictly financial cost-benefit analysis alone 

would justify. Indeed, according to the concept of reasonable assurance, even reasonably 

effective controls will permit and justify economically insignificant losses and occasionally even 

economically significant losses. From the perspective of an investor who only is concerned with 

maximizing his or her expected wealth, small economic losses are immaterial and it would not be 

worth the additional cost to try to prevent all of them.  

 

In contrast, from the perspective of an embezzling employee who eventually gets caught, the 

nonfinancial and personal costs may be quite high. These nonfinancial and personal costs will 

persist even in cases where the perpetrator is able to make full financial restitution for his or her 

criminal activity. The Abrahamic spiritual traditions emphasize that all people, even fraudsters, 

are created in the image of God and should be treated with dignity. In addition, Leviticus 19:14 

enjoins us against putting a stumbling block before the blind, and Leviticus 19:33 exhorts us to 

love the stranger. These spiritual traditions imply that when designing, implementing, and 

assessing the effectiveness of internal control managers should exercise a greater duty of care 

than is required under a financial cost/benefit analysis. Moreover, Leviticus 19:9-10’s 

commandment to leave the gleanings of one’s harvest for the poor and disadvantaged members 

of society supports larger (and thus potentially profit-reducing) investments in internal control. 

The poor have a right to the gleanings, and the farmer has an obligation to leave them (cf. 

Shapiro and Naughton, 2013, pp. 27-30; Shapiro, Cohen, and Naughton, 2013, pp. 48-52). By 

analogy, employees have a right to reasonably effective internal controls, and managers have an 

obligation to provide them. The Catholic social principles of human dignity, advancing the 



common good (which includes the development and welfare of individuals), stewardship, justice, 

and solidarity with the poor justify a larger investment in internal control even when the 

investment would reduce expected shareholder profit, and even when the strictly economic 

consequences of a fraud are immaterial to the company’s financial condition.  

 

To be clear, the point here is not that employees’ criminal activity should be condoned or 

tolerated. Rather, the point is that Catholic social principles (and other similar principles derived 

from other spiritual traditions) might justify larger investments in internal control than would be 

permitted under a strictly financial cost-benefit analysis. Classroom discussion will not, however, 

likely resolve how far managers should take this line of reasoning.    

 

Limitations of the proposed humanizing approach to internal control 

 

The proposed humanizing approach to internal control decision making in organizations also has 

some limitations. For example, strong and effective internal controls are coercive and thus might 

inhibit the moral development of employees. The Catholic social principle of subsidiarity asks us 

to design hierarchical institutions so that those who are most affected by decisions will have a 

role in shaping those decisions. Subsidiarity and human dignity together suggest that the 

authentic moral development of employees will require a degree of autonomy that may 

sometimes conflict with the humanizing objectives of internal control. The existence of internal 

controls also can undermine the trust necessary to establish and maintain solidarity among an 

organization’s employees and managers. Altogether, these limitations indicate that the pursuit of 

some Catholic social principles might sometimes conflict with the advancement of other worthy 

principles. In some cases, it might not be possible to advance some principles without 

diminishing others. 

 

4. Classroom implementation suggestions 
 

The following additional suggestions are intended to help instructors implement a humanizing 

approach to internal control discussions in their introductory financial accounting courses. First, 

the syllabus should prominently display the college or university’s mission, and instructors 

should discuss how their  institution’s mission provides a basic foundation for ethical discussions 

in the classroom.  

 

Second, the internal control material should be inserted after coverage of the accounting cycle 

and basic transaction analysis. At this point in the course, students have a rudimentary 

understanding of accounting and can begin to think concretely about accounting’s role in 

preventing, detecting, or enabling fraud and unintentional errors. After a basic introduction to 

internal control, students are better equipped to apply the concepts to more detailed accounting 

concepts later in the course. 

 

Third, when introducing internal control, instructors may wish to use their own embezzlement 

stories from their local media. Generally, students will identify easily with local stories, and the 

embezzlement scenarios in smaller organizations are usually simpler and easier to understand.  

 



Finally, other graded assignments can be used to reinforce the internal control concepts. One 

example would be to require students to participate in an online discussion board where they post 

media stories that relate to the accounting concepts discussed in class. Students who choose to 

post their own media examples of ineffective internal control and fraud will raise other students’ 

awareness of these issues. 
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